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Comparison with Prior Attacks on Craft

Rounds Time  Memory Data Attack  Setting Reference

23 2125 2101 200 TD-MitM  CC  [AKMMN24]
PLULEE LAl i D CP [SYCHW24]
2109 236 2% TD-MitM  CC [MNN25]
g 729 2! MitM KP This Work
24 20 234 200 TD-MitM  CC [MNN25]
pHEL R0 2! MitM KP This Work
25 2117.58 948 200 TD-MitM  CC [MNN25]
P LY 2! MitM KP This Work
26 2118 234 204 TD-MitM  CC [MNN25]
D Differential MitM Meet-in-the-Middle
1D Impossible Differential TD-MitM Truncated-Differential MitM
CC Chosen Ciphertext CP Chosen Plaintext
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2-Round lterative Decomposition

Difference stays within the blue part

Guessed part of the state stays constant
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= Derive cost of transition as the number of bits that need to be guessed
= Model similar to s-box transition (in the differential or linear setting)

Ki

= Applied to SKINNY and MANTIS/MIDORI/QARMA

= Found no promising decomposition
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Thank you for your attention!
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